Privacy statement
We are pleased about your visit to our website and the interest in our center that this reflects. We
take the protection of your personal data seriously and want you to feel safe and comfortable while
visiting our Internet pages.

1. Basic information on collection and processing of personal data on our website
In principle, you can visit this center website without our needing your personal data. We discover
only which IP address has called up which page at which point in time, whereby our website contains
a system (see below) that ensures that IP addresses are anonymized. This means that although
evaluation is performed for purely statistical purposes, the individual visitors remain anonymous.
In exceptional cases, your personal data is collected and processed by the website. Personal data is
all pieces of information that relates to an identified or identifiable individual person, for example
your name and address.
Provided you have granted your consent or we are legally required to do so, we collect personal data
from you as user of the website in order to provide website content to you and to offer further
services such as communication by means of a contact form, subscribing to our newsletter, signing
up for our loyalty program, etc.
Further information on activities that are carried out in the center using personal data, independent
of this website, are available at every customer information counter, e.g. about prize drawings, video
surveillance, etc.

2. Responsible body
The responsible body for the processing of your personal data on our website is:
ECE Projektmanagement Italia S.r.l.
Piazzale Principessa Clotilde, 8
20121 Milan
Italy

E-mail: dataprotection@ece.com
or
E-mail: dataprotectionitalia@ece.com

3. Legal basis for the processing of data on our website
We process personal data in accordance with the provisions of the European General Data Protection
Regulation (GDPR) and the national data protection regulations as defined in the following legal
bases:
a.)

On the basis of your consent (Article 6 Section 1 letter a EU GDPR)

Provided you have given your consent to our processing of your personal data for specific purposes,
your consent forms the basis for the legality of such processing. Consent already granted can be
revoked at any time. Revocation of consent does not affect the legality of the data processing that
occurred prior to revocation.
b.)

In order to fulfill contractual obligations (Article 6 Section 1 letter b EU GDPR)

Some processing of your data is performed for the fulfillment of a contract concluded with you at
your request or for performance of preliminary measures to fulfill a contract, such as those
pertaining to the performance of an existing service obligation. You can find further details on these
data processing purposes in the relevant contract documents and conditions of participation.
c.)

As part of the balancing of interests (Article 6 Section 1 letter f EU GDPR)

Where necessary, we process your data in order to safeguard our legitimate interests or the
legitimate interests of third parties. Examples of these are:
• advertising or marketing and opinion surveys, provided you have not objected to the use of your
data
• use of cookies (see below for more detailed information)
• assertion of legal claims and defense in legal disputes

4. Purpose of data processing on our website
In principle, you can use our website without entering any personal data. If we do collect your
personal data on our website, this is performed for the following purposes:
•

technical provision of the website and monitoring of its proper functioning

•

contact via the contact form

•

sending of newsletters

•

statistical analysis of the use of the website

•

creation of profiles

•

publication of content that you provide during your visit to our website

•

publication of photos based on your consent

•

participation in prize drawings

•

processing of reservations as part of registration for our tool Digital Mall.

•

creation of a customer account

•

ordering of center vouchers

•

ordering of parking tickets

5. How do we collect personal data?
We collect your personal data on our website by various means:
5.1 Hosting and log files
The hosting services we make use of serve the provision of the following services: infrastructure and
platform services, computing capacity, storage space and data bank services, security services, and
technical maintenance services that we apply for the purpose of operating this online offering.
In providing these services we or our hosting provider process master data, contact details, content
data, contract data, use data, metadata and communication data from our customers, interested
parties, and visitors to these online offerings on the basis of our legitimate interests in an efficient
and secure provision of this online offering in accordance with Article 6 Section 1 letter f GDPR in
conjunction with Article 28 GDPR (conclusion of order processing contract).
We and/or our hosting provider collect(s) data (known as server log files) on every access to the
server on which this service is located on the basis of our legitimate interests within the meaning of
Article 6 Section 1 letter f GDPR. This access data includes the name of the website called up, file,
date, and time of access, amount of data transferred, notification of successful access, browser type
and version, the user operating system, referer URL (the page visited just previously), the IP address,
and the requesting provider.
Log file information is stored for security reasons (e.g. investigation of misuse or fraud) and then
deleted. Data whose further storage is required for the purpose of providing evidence is excluded
from deletion pending final clarification of the case at hand.
Every time you open our website, certain information is automatically transferred from your browser
to the server of the Internet page in order to allow communication between your browser and the
server. Such information is stored in what are referred to as log files. Examples of such information
are
– the type and version of the browser you use
– the operating system you use

– the Internet page from which you have accessed the current page
– the host name (IP address) of your computer
– the time at which access occurred
Subject to any legal obligations to store data, we delete or anonymize your IP address once you have
left the Internet page, provided nothing else is stated in this privacy statement and this is permitted
by law.
Apart from this, we use the information transmitted from your browser to our server in anonymized
form – in other words, without the possibility of the information being traced back to you – for the
purposes of analyzing and improving our services. This allows us, for example, to detect errors or to
determine on which days and at which times our Web pages have the heaviest traffic.

5.2. Newsletter and communication
If you sign up for our newsletters via our website, we collect your name and e-mail address so that
we are able to send the newsletter as you request.
Via our contact form, we collect your name, e-mail address, and telephone number to be able to
respond to your request.

5.3. Use of cookies
This website uses Google Analytics, a Web analysis service from Google Inc. (“Google”). Google
Analytics uses what are called “cookies,” text files that are stored on your computer and that make it
possible to analyze your use of our website. The information on your use of this website that is
generated by the cookies (including your IP address) is transmitted via a server to Google in the USA
and stored there. Due to activation of IP anonymization on this website, within member states of the
European Union or within other states party to the Agreement on the European Economic Area,
Google abbreviates your IP address before it is transmitted. Only in exceptional cases is the complete
IP address transmitted to the Google server in the USA and abbreviated there. On behalf of the
operator of this website, Google will use this information to evaluate your use of the website, to
compile reports on website activity, and to provide other services connected with website and
Internet use to the website operator. The IP address transmitted by Google Analytics from your
browser will not be linked to other Google data. You can prevent the installation of cookies by
changing the necessary setting in your browser software; we inform you, however, that in this case
you may not be able to use all the functions of this website to their full extent. Additionally, you can
prevent transmittal of the data collected by the cookie on your use of the website (including your IP
address) to Google and the processing of this data by Google by downloading and installing the
browser plug-in available under the following link. The current link:
tools.google.com/dlpage/gaoptout
You can prevent Google Analytics from collecting data by clicking on the following link. This sets an

opt-out cookie which prevents collection of your data when you visit this website:
Deactivate Google Analytics
You can find further information on conditions of use and data protection at
www.google.com/analytics/terms/de.html or https://www.google.de/intl/de/policies/. We inform
you that on this website Google Analytics has been enhanced with the code “gat._anonymizeIp();” in
order to ensure the anonymized collection of IP addresses (this is known as IP masking).

5.4. Data processing as part of registration using the LOGIN function
When you register via the LOGIN function, we collect the following data: Name, e-mail address,
postal address. We also use, collect, and process further information regarding your purchasing
profile;
•

the frequency and duration of your visits to our Web pages;

•

information regarding your purchasing and visiting habits (particularly tracking) as well as
products (offerings, events, news, etc.) that you have marked as interesting;

•

personal data contained in the file content you upload, provide, or otherwise make available
via our other services, such as your interests and your favorites list.

•

your birthday, so that we can send you a birthday bonus.

5.5. Ordering vouchers
You can also obtain vouchers for our center via our website. If you make use of this offering, we
collect the following data from you: name, bank details, e-mail address.

5.6. ordering of parking tickets
Additionally, you can obtain parking tickets for our center’s parking garages. If you make use of this
offering, we collect the following data from you: name, bank details, e-mail address.

6. Use of social media plug-ins
6.1. Facebook plug-ins
Plug-ins from the Facebook social network (Facebook Inc. 1601 S. California Ave, Palo Alto, CA 94304,
USA) may be integrated in our website.
You can recognize Facebook plug-ins by the Facebook logo or the “like” button on our website. You
can find an overview of Facebook plug-ins at:

developers.facebook.com/docs/plugins/
When you visit our pages and actively click on the plug-in button, a direct connection is established
between your browser and the Facebook server. Confirmation of the social media pug-in is made
through active decision. This means the center itself does not obtain access to personal data.

A visit to our website and a visit to the center’s Facebook fan page can be traced by Facebook if the
user of the website has a Facebook user account. We have no influence on the transmittal of
information to Facebook. If you do not wish that Facebook is able to trace the use of our pages to
your Facebook account, please log out of Facebook. You can find further information on this in the
Facebook privacy statement at:
de-de.facebook.com/policy.php

6.2. Instagram plug-ins
Our website uses social plug-ins from Instagram, which is operated by Instagram LLC., 1601 Willow
Road, Menlo Park, CA 94025, USA. These plug-ins are marked by an Instagram logo in the shape of an
Instagram camera. You can find an overview of Instagram plug-ins and what they look like at:
http://blog.instagram.com/post/36222022872/introducing-instagram-badges
If you open a page of our Web presence that contains such a plug-in and you actively click on this
plug-in button, a direct connection is established to the Instagram servers. The content of this plug-in
is transmitted by Instagram directly to your browser and integrated into the page. This integration
provides Instagram with the information that your browser has called up a particular page of our
Web presence, even if you do not have an Instagram profile or if you are not currently logged in to
Instagram. This information (including your IP address) is transmitted from your browser directly to
an Instagram server in the USA and stored there.
If you are logged in to Instagram, Instagram can directly trace the visit to our website to your
Instagram account. If you interact with the plug-ins, for example by clicking the Instagram button,
this information is also directly transmitted to an Instagram server and stored there. This information
is also published in your Instagram account and displayed to your contacts there. To obtain
information on the purpose and scope of data collected and the further processing and use of the
data by Instagram and your rights in this regard and your options to protect your privacy through
settings, please refer to the Instagram data protection notices at:
https://help.instagram.com/155833707900388/
If you do not wish that Instagram directly links the data collected via our Web presence to your
Instagram account, you need to log out of Instagram before you visit our website. You can also
completely block the installation of Instagram plug-ins using add-ons for your browser, such as the
“NoScript” script blocker (http://noscript.net/).

6.3. Use of YouTube plug-ins
For integration of videos, we use the provider YouTube, among others. YouTube is operated by
YouTube LLC with its main headquarters at 901 Cherry Avenue, San Bruno, CA 94066, USA. YouTube
is represented by Google Inc. based at 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA.
On some of our Internet pages, we use plug-ins from the provider YouTube. If you open one of the
pages of our Internet presence that contains such a plug-in – our media library for example – and you
actively click on the plug-in button, a connection is made to the YouTube servers. This informs the
YouTube servers as to which of our Internet pages you have visited. If you are logged in to YouTube
as a member, YouTube traces this information to your personal user account. When you use the
plug-in by clicking the start button of a video, for example, this information is also traced to your user
account. You can prevent this tracing by logging out, before you visit our Internet page, of your
YouTube user account and other user accounts from the YouTube LLC and Google Inc. companies and
by deleting the relevant cookies from these companies. You can find further information on data
processing and data protection notices from YouTube (Google) at:
www.google.de/intl/de/policies/privacy/

7. Recipients of the data
Only those internal bodies or organizational units and other companies with which we are affiliated
receive your data, provided this is necessary to the fulfillment of our contractual and legal obligations
or we require the data for the processing and implementation of our legitimate interests.
We transmit your data to external recipients in connection with the conclusion of contracts, provided
we are obligated to give notice of, report, or transfer data in order to fulfill legal requirements, you
have granted your consent to transmittal to third parties or to external service providers who act on
our behalf as order processor or who perform functions in our stead (such as IT service providers,
data centers, data-destruction companies, or courier services).

8. Transmittal of your data to a third country
We transmit your data to locations within countries located outside the European Union (EU) and/or
the European Economic Area (EEA) (referred to as third countries) that act on our behalf as order
processors (such as IT service providers or data centers). Within the scope of use of Google Analytics,
we transmit your abbreviated IP address to the USA. In addition, your data may be transmitted to
providers of social media plug-ins; please see these companies’ privacy policy for details.
Provided there is no EU Commission resolution as to the existence of an adequate level of data
protected in the country in question, we conclude contracts in accordance with the EU data
protection regulations, which ensure that your rights and freedoms are reasonably protected and
guaranteed. Alternatively, the data transfer is based on Implementation Decision (EU) 2016/1250 of
the EU Commission dated July 12, 2016, in accordance with Directive 95/46/EC of the European
Parliament and the Council on the adequacy of the protection provided by the EU-US Privacy Shield.
We would be pleased to provide you with the relevant details upon request.

Otherwise we do not transfer your personal data to countries outside the EU or the EEA, or to
international organizations.

9. Data-storage period
We follow the principles of data avoidance and minimization. For this reason, we store your personal
data, if we collect any at all, only as long as is necessary to fulfill the purpose of data processing or as
long as prescribed by law in the existing multiplicity of storage periods. After the respective purpose
ceases to apply, or following revocation of your consent or expiration of the legally prescribed
storage periods, the affected data is routinely blocked or deleted in compliance with the legal
statutes.

10. Your rights as a person affected by data collection
If you exercise your rights in accordance with this section and with applicable law, we will inform all
parties to whom your personal data has been transmitted of your request regarding correction or
deletion of your personal data or the limitation of its processing, provided this notification is not
impossible or does not involve unreasonable time and effort.
If you wish to exercise your rights and/or to obtain all relevant information, please contact us using
the contact details provided in section 13. We will answer your request within no more than one
month following receipt. Under applicable law and in accordance with the following information, you
have the right to request information on your personal data, on the correction, deletion, or
portability (e.g. transmittal of your personal data to another service provider) of the personal data
pertaining to you which we process, and to request limitation of such processing.
10. 1 Right to information
You have the right at any time to request information from us free of charge about the personal data
pertaining to you that is processed by us, the purposes of processing, the categories of recipients, the
planned period of storage, or in the case of transfer to third countries, the appropriate guarantees.
You also have the right to obtain a copy of your data.
10.2 Correction of your personal data
Under applicable law, you have the right to correct the personal data you have shared with us. By
changing the settings in these services, you can update your account information, change your
profile settings, subscribe/unsubscribe to news from us, and set your preferences with regard to
sharing of services, including location-based functions.
If you have signed up for our services in writing or by e-mail, please contact us using the contact
details provided in section 13 in order to correct your personal data.
10.3 Deletion of your personal data
You can request at any time that we delete your personal data, either in writing or by e-mail using
the contact details shown in section 13. If you make such a request, we will immediately delete all

personal data stored pertaining to your person, provided the purpose of processing no longer applies
and no statutory or legal storage periods contradict deletion. In this case, we will block the data.
10.4 Limitation of processing
If you request, in writing or by e-mail using the contact details in section 13, that we limit the
processing of your personal data, e.g. if you question the correctness, legality, or necessity of our
processing your personal data, we will limit the processing of your personal data to the necessary
minimum (storage) and use it only when necessary to establish, exercise, or enforce our legal rights
or to protect the rights of other natural or legal persons, and for other legal reasons. If the limitation
is revoked and we once again process your data, you will be informed of this immediately.
10.5 Portability of your personal data
You have the right to obtain the personal data that you have provided us under consent or contract
and have been processed automatically. If you so request in writing or by e-mail using the contact
details provided in section 13, we will provide you with your personal data immediately upon receipt
of your request in a common, machine-readable format. At your request, we will transmit your
personal data to an external party (data controller) named by you in your request, provided this
request does not infringe upon the rights or freedoms of third parties and is technically feasible.
10.6 Revocation of your consent/rights to revocation
You can revoke your consent at any time without stating reasons. To do so, please contact us by email or letter (see contact details in section 13). We will discontinue use of your personal data for
those purposes for which you have revoked consent and will block them appropriately. Revocation of
your consent does not affect the legality of the processing that occurred based on your consent prior
to revocation.

10.7 Rights to objection
You also have the right, for reasons arising from your particular situation, to object at any time to the
processing of your personal data by us that is performed on the basis of Article 6 Section 1 letter e GDPR
(Performance of Tasks Carried out in the Public Interest) or Article 6 Section 1 letter f GDPR (Legitimate
Interest of the Responsible Party); this also applies to profiling based on these provisions. In such a
case, we cease to process personal data pertaining to you unless we can give evidence of compelling
and legitimate grounds for processing that outweigh your interests, rights, and freedoms or unless
processing serves the assertion, exercising, or defense of legal claims.
If the personal data pertaining to you is used for the purpose of direct-marketing activities, you have the
right at any time to object to the processing of your personal data for such purposes. If you object to the
processing for direct-marketing purposes, this data will no longer be used for these purposes.

Please direct any objections to the address provided in section 13.

11. Complaint to the responsible data protection authority
You have the right to file a complaint regarding our processing of data. Please file such a complaint
with the local supervisory authority.
12. Changes to our data protection regulations
We reserve the right to make alterations to this privacy statement from time to time in order to
maintain conformance with current legal requirements or to implement changes to our services in
the privacy statement, for example when we introduce new services. On your next visit, the new data
protection regulation is then in force.

13. Questions on data protection
If you have questions regarding data protection or if you wish to exercise your rights as set out in
section 10, please make contact with us using the following details:
ECE Projektmanagement Italia S.r.l.
Piazzale Principessa Clotilde, 8
20121 Milan
Italy

E-mail: dataprotection@ece.com

Milan, May 23, 2018

